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1. Basic Console Navigation

The TOKN console is the administration application that runs on the TOKN cloud. The console application is used to administer the TOKN
services for your organization. The TOKN management console includes the following capabilities: establishing integration between
systems, creating and modifying Apps, enrolling services, managing application life cycles, spinning up application databases, adding end
users and user maintenance, and controlling connected devices and assets.

Console Login

You must log in to the TOKN Console ( ¢ Console ) with your credentials as in the figure below;

Welcome to TOKN.

Digital transformation
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without disruption. JE——
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Once logged into the TOKN Console you will land on the My-TOKN Dashboard. At the top, there will be the company name as shown
screenshot below. Next to that, the instance will be visible, most companies will have three instances Development (DEV), Quality (QAS),
and Production (PRD).
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DEV stands for development, where initial testing takes place by the Tokn staff.
QAS stands for Quality, where all the testing takes place by the company.

PRD stands for Production and this instance is the live instance (where you will be working).

In the early stages, clients often work in the incorrect Instance, resulting in a difference of information being shown that relates to the

assignment to groups, data fetching from connected systems, etc.

My-TOKN helps to update Company information, update Administration User information, Invite new admin users, as well to display
important usage information and insights. To access this My TOKN dashboard from anywhere on the console, simply select the TOKN Icon

on the top left of the screen.


https://console.tokntechnology.com/account/login

2. Administration Users

The Admin User Page can be accessed by selecting the admin user option from the Dashboard drop-down list on the navigation bar. This is
where you can add, edit, and delete admin user information. Only admin users have permission to add more admin users. If any person is
added as an admin user they can add themselves as a standard user to any instance. The admin user is allocated to the whole company,

while the standard (app) users need to be allocated to each instance.

Admin View User View

Admin users have access to the TOKN Console. They have full If a user is not an admin user, they do not have access to the TOKN

access to all the Console features by default, which can be managed & Console. If they need access to the Console, they will need to be

by changing their permissions. Admin users may also be a user in added as an admin user. If they are a Workflow user, they will only
Workflow. If they are, they will be able to use TOKN Apps that are be able to use TOKN Apps that are assigned to the groups that they
assigned to the groups that they are assigned to. are assigned to.

2.1 Adding Admin Users

You need to be an admin user to be able to add/ remove or change titles for other users.

Hover your mouse cursor over your name on the top right-hand side as below.
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You will see the list of admin users in the image below. You can search or add admin users from this page.



MY TOKN TOKN-DEMO (7) DEVELOPMENT ~. ADMIN USERS -~ support Hi Manpreet Kaur! @

Manage your user details below.

. Search Users Q‘

{]
E Admin Users

o First Nama Last Nama Matile Number WValid From ValidTa

alex@tokntechnology.com  Alex Huo +61430390716

andy.moore@dorade.com.au  Andrew Moore +61412052341
o

ashok@thealpinecode.com Ashok Golla +017095960709
casey@soilco.com.au Casey Soto +61460660458
clinton@tokntechnology.com  Clinton schroeder +61458493209
hemant@tokntechnology.com Hemant Karale +G1431033280
Jordan@tokntechnology.com  Jordan Lee +61424107550

Click on the “Add Users” button on the right-hand side on the top of the screen as shown above.

You will see the “Add Admin User” screen below:

Email

First Name Last Name

- +61 21234 5678

Role ™

Select these roles for this user. If the user role above is Admin, selecting the boxes below
has the effect of reducing the permissions of that account to the selected items only with
everything else removed.

If role is App Builder or App Manager, selecting the boxes below has the effect of adding
these permissions to that user account

[] Widget Manager [ CMS

Fill in all required fields. Select Administrator under Roles and click Save to continue.

Once the submission is successful, you will be taken back to the “Admin Users” screen and you should be able to see your recently added
User on the list. If the list is too large, you can also search for a user's email in the search box at the top right of the screen. The new user
will then receive an email with a link to create a personal password with which they can log in to the console.

2.2 Delete/Edit admin users

Delete admin Users
To Delete or Suspend an Admin User you need to change the user's status.

Click the user that you want to delete, then click on the Status field on the drop-down box at the top of the page select your option and click

save to complete the process.



Active

Suspend

Alex Huo

B - +61430390716

Role
Admin ~

Select these roles for this user. If the user role above is Admin, selecting the boxes belo
has the effect of reducing the permissions of that account to the selected items only wi
everything else removed.

If role is App Builder or App Manager, selecting the boxes below has the effect of adding
these permissions to that user account

[] Widget Manager [] CMs

Edit admin Users
To edit admin user details, first name, last name, phone number, and role of the user, click save to complete the process.
The checkboxes will give explicit access to the one that has been selected.

If nothing is selected, then the admin user has access to everything.

Active
Suspend

Delete

Alex Huo

Bl - +61430390716

Role
Admin hd

Select these roles for this user. If the user role above is Admin, selecting the boxes below
has the effect of reducing the permissions of that account to the selected items only with
everything else removed.

If role is App Builder or App Manager, selecting the boxes below has the effect of adding
these permissions to that user account

[] Widget Manager [ cMms

3. Workflow

TOKN manages the deployment of apps to specific users and groups. To assign an app to a user, you must create the users and the groups
in Workflow first. The use of Workflow is to assign the users and apps to a specific group. A group could be a particular department or shift
location or team. Using Workflow, the end user can be set up and assigned to groups and apps. Once the App is built it can be managed,

deployed, and updated remotely using Workflow.
Workflow allows the standard users to be added and removed from specific groups.

To Access Workflow, select the Workflow option from the menu on the left of the screen, hover over it with your mouse cursor and it will

expand as shown below:
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The TOKN Workflow Module will show you a list of users and groups.
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3.1 Adding App Users
To manually add APP Users click on ADD USERS. Fill in all the required details and click on SAVE.

There is also a User Sync Service (covered in point 6 below) This is an optional extra where a daily sync automatically occurs at a set time
and all changes made in your connected systems will be updated.

When the user logs into the App for the first time they will be required to enter their mobile number, They will then receive a text message
with the personal login code, which they can use for future logins.



Create/Edit User

First Mama Last Mama

User Email

- 4612 123 56TE

Vabkd From

3.2 Delete App Users

To delete an APP user, click on the 'X" in front of the user who you want to delete and click on the Yes option.

<2> [0 Abhishek Thumar v B S X

Remove

Are you sure you want to remove Abhishek Thumar 7

YES CANCEL

3.3 Edit App Users

To edit the existing user’s information, click on the pencil icon fill in the updated detail, and click on the save button.

<3> [J Abhishek Thumar v \)(



Create/Edit User

First Name Last Name
Abhishek Thumar
User Email
abhishek@IJrom
=
Valid From ValidTo
04/12/2022 B 04/12/2042 )

|
3.4 Importing Users:
To import users in bulk:
1. In the TOKN Workflow Module, select the ‘Import Users’ Button at the top middle of the page.
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2. Download the sample Excel template

User Parameter Import

Usersbist  Edract, Edraih, Updatels

Choose a file import...




3. Fill out the ‘UsersList’ tab of the spreadsheet with the users’ email, first name, surname, validity dates, password, active directory status,
and mobile number.

4. Save and upload the spreadsheet and select ‘Import’.

The Console will tell you when the import is complete and show you how many of your user imports were successful and how many failed.

To find out more, select the ‘Download import log’ to view any errors on the upload.

3.5 Groups

3.5.1 Adding Groups:
To add a group:

1. In the TOKN Workflow Module, select ‘Add Group’ in the top right-hand of the screen.
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2. Enter a Group Name and a Group Code, then select ‘Add’. This will create a new group.

3.5.2 Deleting Groups:

1. To Delete a Group, select the checkbox next to the group(s) you would like to delete.

2. Select ‘Delete’ in the top middle of the screen.

l WORKFLOW TOKN.DEMCO ~ DEVELOPMENT - USERS 4 GROUPS suppost  Hi Katolyn Smith! @
wi  Users Groups
e ek A

— = o a @ S ¢

D J K M N 5 T

B Chont Test P

O Select All B Demo updated F %

&> [ Demadomo F ox B Demov? /X
a3 O Jatt Dugmons s ox [0 Exninpio Goldfiakds Falipa s X
s [ o Wayea " - ) GF-Tinostset o

3.5.3 Editing Groups:

1. To edit a group select the pencil icon to the right of the group you would like to edit.
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2. Edit the group’s details and select ‘Save’.

3.6 Users and Groups

3.6.1 Assigning a user to a group
Admin can add users and assign them to groups to perform functions on the APP.
The list of users (left) and Groups (right) is seen on the Workflow screen.

1. To assign a user to a group, select the user from the left side of the screen and ‘drag’ them across to the group on the right that you
would like to add them to and release on top of that group. You will see the user appear under the group’s drop-down.

2. You can add multiple users to a group at once by selecting the check box next to the users and dragging them all across at once.
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Adding users to a group

To check which users are assigned to groups;

Admin users can select the user's option from the drop-down list (#1 below) and then click on the dropdown arrow for the group.
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Groups

Select your view options.
DELETE

[ Standard User Group
Assigned Users
[ Abhishek Thumar | abhishek@tokntechnology.com
[0 Ashok Kumar | ashok@tokntechnology.com
[ Eddie Tang | eddiegtokntechnology.com
[ Jordan Lee | jordan@tokntechnology.com
[0 Manpreet Kaur | manpreet@tokntechnology.com
[ Peter Wright | peter@tokntechnology.com

[ Sowijanya CH | sowjanyag@tokntechnology.com

List of users under a particular group

3.6.2 Removing a user from the group

A

/

ADD GROUPS

I Search Groups QI

X X X X X X X

1 - To remove a user from a group, select the drop-down of the group to see all the users in that group.

2 - Select the ‘X’ next to the user you would like to remove from that group.

3 - Select ‘Yes’ on the pop-up.

3.7 APPs and Groups

3.7.1 Assigning an App to Group:

1 - In the TOKN Workflow Module, at the top of the screen you will see ‘Users and Group’. Select this and a drop-down will appear. Select

‘Menus & Groups'. This will show you a list of groups on the left of the screen and a list of apps on the right of the screen.
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To check the Apps associated with each group, select the Apps option from the drop-down list (#2 below) then click on the dropdown arrow

for the group.
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4. List Manager

The TOKN List Manager is a piece of functionality that allows the management of any kind of list. Different lists can be created under the list
manager.

Path for list manager - CONSOLE -> CONNECT -> LIST MANAGER
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Actions
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Different functions can be performed on the Lists.

o Create a list

o Edit List

e Add items to a list
e Import into a List

o Export a List to Excel

4.1 Create a list
To create a new List, click on Create New List fill in all the required details, and click on Create a List.

The Tokn developers would also need to map the List Manager to the relevant field within the APP.

Create New List

Description *

Limited Entry

[ Enable REMOVE
[ Hide for current company plus all the child companies

[ Hide for child companies only

Figure 19: Creating new List: List Manager (Console View)

4.2 Edit a list

To edit an existing list, click on the three dots, click on the edit button, and fill in the updated details.

Tiske Description List ID Actions
Activity A list of activities alefand-54-404d-a24d- 1167621553
Rig A list of rig data. 2ELORF- 15405 - bOED- o EOH0F SE1LOF
Sites A list of sites Fach197. 10314 ba0-n504-4 shiibatsehid

T Y T ]

Figure: Edit a list (Console View)



Edit List

Title *
Activity

Description *
A list of activities

Limited Entry

™ Enable REMOVE
[ Hide for current company plus all the child companies

[ Hide for child companies only

4.3 Adding new items to the list

If we want to add new data to an existing list; e.g., we have a list named Activity list and to add data to the Activity list need to perform the

following steps:

Click on the “Activity” list.

Then NEW ITEM, filling in the Title, description, and required values.
Click on ADD TO LIST to upload

(Users would need to refresh the APP for the new data to show)

New Activity

Activity *

Activity is required

Description

Default Hours

Value2

Valued

Valued

Values

Walueb

4.4 Import into the list

To import a list, click on the three dots, click on the import option, click on the Choose a file import button import a file, and click on the
Import and Append button. The uploaded data will show under the list.



List Manager Import - IncidentReportConfig

Download a sample Excel template for all fields. Edit and upload the
file when done

After filling all the details required, upload that file below and import it.

10|

2
3
|

v Userslist_ Extracil

Choose a file import...

When we upload any Excel file, the title should be the same as in the console.

L]
(= n 3 r [ H

Ly - F
Title Diescriptian Valuel Value2 Valued Valusd Valush Valueh
e

4.5 Export list into the list

To export a list to Excel, just click on the three dots and click on the export option, it will automatically download.

™™ Daseription ListiD el
Retiuity A list of activities ofaiiaed-3654.404d-a24d-1167h2f 13553 m
VIEW &
Ty A list of rig data 2B50901. 21924960 - bOED. o900 a8 1521 e
[ ELONEE
Sites A listol sites MRl 1971031460 5804 LSkEb3EREId
IMPORT &
EXFORT &
W
REMOVE B

5. Parameters:

A parameter is a set variable endpoint that is specific to a user or user group. This allows a high degree of flexibility in how a user can view
their data in an app. Adding a parameter allows you to create a new variable URL specific to the user.

5.1 - Manually Adding a Parameter

In the TOKN Workflow Module, at the top of the screen, you will see ‘Users and Group’. Select this and a drop-down will appear. Select

‘Parameters’. This will show you a list of existing parameters.

WORKFLOW > USERS & GROUPS > PARAMETERS
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. Select ‘Add Parameter’ in the top right hand of the screen.

. Select the app and object that you wish to use for this parameter.

. Choose an existing parameter, or create a custom parameter based on what kind of user data you need to display.
. Create or select a parameter name. Enter your parameter value and data type.

. Select the user you wish to apply the parameter to.

o O A W N P

. Click on ‘Save’.

5.2 - Importing Parameters
To import parameters in bulk:

1. On the parameters page, select 'import’ in the top right-hand corner of the page.

2. Download the sample Excel template

User Parameter Import

Downloadq sample Excel template fball parameters and users. Edit
and upload the "

After filling all the details required, upload that file below and import it.

Usarilist CetractserParametens Extractiy T8 Up datel ameter
[7]
Choose a file import...
s 4

3. Fill out the ‘Extract User Parameters’ with the Company Information, UserlD, App Name, Object Name, Parameter Name, Parameter
Value and Data Type.



4. Save and upload the spreadsheet and select ‘Import’.

The Console will tell you when the import is complete and show you how many of your user imports were successful and how many failed.

To find out more, select the ‘Download import log’ to view any errors on the upload.

User Parameter Import

Download a sample Excel template for all parameters and users. Edit
and upload the file when done.

After filling all the details required, upload that file below and import it.

¥ UsersList  Cxtractilserdarametens ExtractuUserdron Upatel Ameler

Import finished.

Import Complete!
Successful: 2 Failed: 1

log file below to see import results.

Download import Log

On this spreadsheet, parameters can also be added to user groups by following the same process and filling out the ‘Extract User Group

Parameters’ tab.

5.3 Updating a Parameter
Parameters can be updated by user or by user group.
To update a parameter individually, this can be done in the TOKN Console.

1. On the parameters page, you will see 4 tabs.



wi  Parameters

Select controls that you wish to edit from the list below.

Simplify your User Upload and User parameter uploads by downloading and using this =
Excel file template: =
Download a sample Excel template for all parameters and users. Edit and upload =
the file when done. . Unerstist | Dotrac

EXTRACT - USER EXTRACT - USER GROUP UPDATE - USER UPDATE - USER GROUP

2. Select the ‘Update - User’ to update an individual user or ‘Update - User Group’ to update a user group.
3. Select the individual User or User Group and update the details you wish to change.

4. Select ‘Save’ when you are done.

To update a parameter in bulk, you can use the same downloaded Excel template as above.

1. Select the ‘Update User Parameters’ to update users or ‘Updated User Group Parameters’ to update groups.
2. Enter the details for the users or groups that you wish to update.
3. Save and upload the spreadsheet and select ‘Import’.

The Console will tell you when the import is complete and show you how many of your user imports were successful and how many failed.

To find out more, select the ‘Download import log’ to view any errors on the upload.

User Parameter Import

Download a sample Excel template for all parameters and users. Edit
and upload the file when done.

After filling all the details required, upload that file below and import it.

Usarslist  Exfracil: Extracih UpoateLs

Import finished.

Import Complete!
Successful: 2 Failed: 1

LaetM0ad and che g log file below to see import results.
Download import Log
m




5.4 - Deleting a Parameter

1. On the parameters page, select the parameter you would like to delete.

2. Select ‘Delete’ and then ‘Yes'.

Parameters

Method Name

ApproveSAPPO

Parameter Name

PO_REL_CODE
Parameter Value

PU

DataType

User
kevin@tokntechnology.com

EEE =N =2

6. User Sync services
This service uploads users and their parameters into TOKN, assigning them to the “Standard user group”.
This automated service runs at a specific time daily.

An email log fired after running the user sync service each time. It includes information about who has been added to TOKN, what the
parameter is, and which group is assigned to. In addition, an error message will explain why a user cannot be added to TOKN in the email.
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Manually running the User Sync:

The User Sync services can be run manually. Click on the workflow and select the User Sync Service.
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7. Timesheet Manager Widget

The Timesheet Manager Widget is used for managers/administrators to approve submitted timesheets before they are sent to a connected
accounting system. This can be used as a first or second-tier level of approval if it is required within the business.

7.1 Viewing Timesheet
To view the timesheets that are pending approval:

1. On the TOKN home page, select ‘Manage’ on the blue Timesheet Manager Widget.

GT JCTimesheet Manager

Wi Manage timesheets for Green Tree
‘ @O0 ] JCTimesheets
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2. Choose the period you would like to see the data from but select a start and end date, then select ‘Filter’.

3. You will now be able to see all timesheets that have been assigned to you for approval in your selected period.
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4. Select the week-ending period and the employee you would like to view the timesheets for. This will show you a breakdown by day of all

the timesheets currently pending approval for that user for that week.

Submitted Timesheets for John Kingston for week ending 07/07/2022

Site Cliert Bur [ Selectall
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5. To view the signature associated with the timesheet, select the 3 dots to the right of the timesheet and select ‘Signature’.

7.2 Approving a Timesheet

1. To approve a timesheet, select the week-ending period and the employee you would like to view the timesheets for. This will show you a
breakdown by day of all the timesheets currently pending approval for that user for that week.

2. Select the timesheet(s) you would like to approve by selecting the checkbox next to ‘approve’ on the right-hand side of the timesheet.
You can also select all timesheets by selecting ‘Select All'.

3. Select ‘Approve Selected’ on the bottom right of the screen to approve all selected timesheets. This will send the details to your

connected system.
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7.3 Rejecting a Timesheet

1. To reject a timesheet, select the week-ending period and the employee you would like to view the timesheets for. This will show you a

breakdown by day of all the timesheets currently pending approval for that user for that week.
2. Select the timesheet you would like to reject and select the 3 dots to the right of the timesheet.

3. Select ‘Reject’ and then ‘Yes’ on the pop-up.
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7.4 Editing a Timesheet
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1. To edit a timesheet, select the week-ending period and the employee you would like to view the timesheets for. This will show you a

breakdown by day of all the timesheets currently pending approval for that user for that week.
2. Select the timesheet you would like to edit and select the 3 dots to the right of the timesheet.

3. Select ‘Edit’ and then edit the information for that timesheet as required.

4. If applicable, you can then re-send this timesheet for approval by selecting ‘Resend Email’ on the far right of the edit screen.

5. Select the ‘Save’ icon on the right of the screen to save your changes.

8. Switch View Report

This gives you the option to filter the particular information that you need and export the report.
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For creating a pdf or Excel sheet, just sort the data and click on the export pdf or export excel. It will generate the PDF for export pdf and

the Excel sheet for export excel.



9. Creating Analytical Reports

Different analytical reports can be created to monitor the system. To generate these reports, click on the reports button under Xero
Timesheet Approval Manager. From here users can create all the above-mentioned reports like data usage, Status update, Logs, Last login,

and many more reports.

Xero Timesheet Approvals Manager . B
Zerg e choot Ay 0 (o ] oo

ct My Reports

Monitor your system with the tools below.

Data Usage Status Update Logs Last Login App Analytics

Timesheet Analytics Aged Timesheet Missing Timesheats  Admin User Login
Analytics

The main report would be the Missing Timesheet report - filter to the date range that you require.

The names that appear all have un-submitted Timesheets.

10. TOKN Control

TOKN Control allows you to securely manage connected devices using the enhanced device management capability embedded within the

module. TOKN Control provides a comprehensive device management framework, with a complete view of and control over all
connected devices.
TOKN Control includes:

« Geo-location including geo-position and geo-ring fencing

« Device manager listing all connected devices

« Enhanced security features: remote wiping & blacklisting

« Embedded app analytics, reports, and change logs

« System logs, traffic logs, and connected device logs



10.1 Accessing TOKN Control

The TOKN Control module can be accessed from the TOKN Console Home Page. On the left-hand side of the screen, there is a sidebar
that has all of the TOKN Modules. The fourth module is TOKN Control.
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The TOKN Control Module will show you a list of connected devices.
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10.2 Connected Devices
The TOKN Control will show you a list of connected users, as well as an array of other information, including:
e User ID/Email Address
e Operating System (i0S, Android, Windows) of the devices
* Operating System Version
« Device Model (type of phone)
e TOKN Client Version (which version of TOKN the user has on their phone)
« Last Login (the last time the user logged into TOKN)
e The user’s mobile phone battery level
O userin Operating System 05 Virsion Device Madel 4 ChentVersion Last Login Wiee Blacklist Battery Redesioy

O  Logistics-Demo@ekntechnslogy.com Andraid 12 y2s 957 202206006 L] & e Q



By using the filter options you can further define your search to be more specific.

10.3 Wiping Devices

TOKN Control allows the administration user to remotely wipe devices of their TOKN data. Administrators can wipe TOKN from individual

users ' phones. This allows for increased security where your data is kept private if a user’s phone is lost, or stolen or if the employee

leaves your business.

1. Select the user(s) you would like to wipe by selecting the tick box to the left of their name(s).

2. Select the green ‘Wipe’ button in the top right-hand corner of the screen and select ‘Yes” on the drop-down.
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10.4 Blacklist Devices:
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TOKN Control allows the administration user to remotely blacklist devices from using the TOKN app. This allows for increased security

where your data is kept private if a user’s phone is lost, or stolen or if the employee leaves your business.

1. Select the user(s) you would like to blacklist by selecting the tick box to the left of their name(s).

2. Select the green ‘Blacklist’ button in the top right-hand corner of the screen and select ‘Yes” on the drop-down.
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10.5 Redploying Devices:
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TOKN Control allows the administration user to remotely redeploy apps to devices from the TOKN Console. This allows for updates to users

to be deployed instantly as required.

1. Select the user(s) you would like to redeploy to by selecting the checkbox to the left of their name(s).

2. Select the green ‘Redeploy’ button in the top right-hand corner of the screen and select ‘Yes” on the drop-down.
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10.6 Deleting a User
TOKN Control allows the administration user to remotely delete users from the TOKN Console.

1. Select the user(s) you would like to delete by selecting the checkbox to the left of their name(s).

2. Select the green ‘Delete’ button in the top left-hand corner of the screen and select ‘Yes’ on the pop-up.

I CONTROL TOKN-DEMO  DEVELOPMENT - DEVICES - -l | HE Katatn Senithl @
¢+ Device List L ////’ // //
K an o your system in thw bist bolow = REDEPLOY

e
@ Soeasch c

O uwsmio Dgeraling System OB Wersion Device Meodel ek Veryion Lant Logen Wipe Bt Eattery Fiseginy

10.7 Device Locations:

TOKN provides the functionality to track the location of users, based on the last place that they logged into the TOKN app. This can be
found through the Device Locations Function in TOKN Control.
1. In the TOKN Control Module, at the top of the page, you will see ‘Devices’. Click on this and a drop-down menu will appear.

2. Select ‘Locations’. This will show you a map of the world, showing you where users are located. There is a toggle on the top left of the
screen for a satellite view if required.
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